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Product Overview

The Garage Door Controller is a security device for users to wirelessly control and monitor their garage door.
It monitors and reports the state of the garage door through use of a paired wireless (or wired) tilt sensor. It
can also determine when the garage door is active by utilizing an accelerometer to detect specific vibration
patterns. The Garage Door Controller may ignore commands to control the garage door if it deems that is
unsafe to execute the command.

Product Specification
e Supports Z-Wave™ Long Range
e Indoor use only
e Z-Wave Operating Frequencies: 908.42MHz, 916MHz, Z-Wave Long Range (912MHz, 920MHz)
e  Wireless Garage Door Operating Frequencies: 310MHz, 315MHz, and 390MHz
o  Wireless Door Sensor Frequency: 345Mhz
e Operating Temperature: -20°F to 120°F
e Power: 12VDC, 1.0A
e  Garage Door Motor Vibration Sensor
e External contact for installer to opt in using magnetic contact instead of using tilt sensor for
determination of the garage door’s state
e Temperature sensor
e Z-Wave S2 Encryption
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Definitions
e Controller: A Z-Wave enabled home-automation hub or security panel.
e Device Specific Key (DSK): PIN Code and QR-Code for adding to a Z-Wave network using encrypted S2
communication.
e S2:Secure communication encryption used on the Z-Wave network.
e  SmartStart: A method for adding a Z-Wave device to a Z-Wave network via QR-Code.
e Inclusion / Adding / Pairing — Adding to a device to a Z-Wave network.
e Exclusion / Removal / Unpairing — Removing a device from a Z-Wave network or at least unpairing a
device from a network that it had been added to previously.
¢ Node Info Frame — Used for inclusion/Exclusion carrying information about the device.
e Garage Door Opener: The motorized opener that physically moves the door.
e Garage Door Operator: This device which enables controlling a Garage Door Opener via Z-Wave.
e Z-Wave Long Range: A longer range mode of Z-Wave communication used on supported Z-Wave
Controllers.
Installation

To install the GDZW?7-ECO follow the following steps:

1. Mount the GDZW7-ECO to the garage door opener. See Mounting instructions.

Mount the Door Sensor to the door or (optionally) use a hard-wired reed switch to monitor the door
state. See Mounting instructions.

3. To be able to control the Garage Door Opener, either wirelessly pair the GDZW7-ECO to the Garage
Door Opener or use a hard-wired connection to the Garage Door Opener’s button terminals. See
section “Installation with Garage Door Opener”.

4. Pair the GDZW7-ECO to a Z-Wave enabled Hub/Security Panel.

Test that the GDZW7-ECO can open/close the door via the test mode.

6. Test that the GDZW7-ECO can be controlled via the Z-Wave network.

u

Installation with Garage Door Opener

There are two methods to allow the GDZW7-ECO to control the Garage Door Opener via either:

e Hard-wired connection to the Garage Door Opener’s button terminals (See mounting instructions.)
o  Wireless activation paired as a remote.

Garage Door Opener Hard-Wired to Button  Security+ V1  Security+ V2
Chamberlain/Liftmaster Yellow Pairing Button

Chamberlain/Liftmaster Non-Yellow pairing
button older than 2011
Hard-Wired to button toggles door state

2|Page
Ecolink Project 2009-02



Ecolink
PLUS

Installing with GDO Using Hard-Wired
1. Locate the two wires going from your garage door opener’s button to the motor.
2. Connect the provided wires from the GDZW7-ECO screw terminals to the same button terminals on
the rear of the motor.
3. Test that the GDZW7-ECO can open/close the door by holding the Tilt button on the GDZW7-ECO for
two seconds. The relay will short the terminals together as if it is a button.

Installing with GDO Using Security+ V1

1. Ensure that the GDZW7-ECO is in Security+ V1 mode by holding the Hub button for two seconds. The
speaker will beep once and the Status LED will blink once if in Security+ V1 mode or twice if in
Security+V2 mode.

2. Press the pairing button on the rear of the Garage Door Opener motor. It’s usually a colored button,
and there may be an LED that turns on to indicate that a remote can be paired with the motor.

3. Press and hold the Tilt button on the GDZW?7-ECO for two seconds. The speaker should beep once
and the GDZW?7-ECO will transmit a Security+ V1 signal. The LED on the rear of the Garage Door
Opener should go out.

4. Press and hold the Tilt button on the GDZW7-ECO for two seconds again to send another signal to
the Garage Door Opener. The Garage Door Opener should start to move if successful.

Installing with GDO Using Security+ V2

1. Ensure that the GDZW7-ECO is in Security+ V2 mode by holding the Hub button for two seconds. The
speaker will beep twice and the Status LED will blink twice if in Security+ V2 mode or once if in
Security+V1 mode.

2. Press the pairing button on the rear of the Garage Door Opener motor. It’s usually a yellow colored
button, and there may be an LED that turns on to indicate that a remote can be paired with the
motor.

3. Press and hold the Tilt button on the GDZW?7-ECO for two seconds. The speaker should beep twice
and the GDZW?7-ECO will transmit a Security+ V2 signal. The LED on the rear of the Garage Door
Opener should go out.

4. Press and hold the Tilt button on the GDZW7-ECO for two seconds again to send another signal to
the Garage Door Opener. The Garage Door Opener should start to move if successful.

Adding to or Removing from a Z-Wave Network

Adding to a Z-Wave Network:

Power up the GDZW7-ECO. The GDZW7-ECQ’s Status LED will blink green twice every second to indicate that

the GDZW7-ECO is actively looking to be added into a Z-Wave network via Smart Start or is ready to be added
via Classic Inclusion / Network Wide Inclusion. If the device is added to a Z-Wave network, follow instructions
below on removing.

Note: To enable Long Range mode if supported by the Z-Wave Controller, you must add it via the Smart Start
QR-Code.
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Adding via Smart Start
1. (Optional) Unplug the GDZW7-ECO from the power-supply, so it is off.
2. When the Garage Door Controller is powered up and not included in a network, it is ready for
SmartStart. On your Z-Wave Controller’s app, follow instructions on adding via QR-Code or Smart
Start.
3. If the GDZW7-ECO is off, plug the power-supply back in. The device may take a few minutes to be
added.

Adding via Classic Inclusion / Network-Wide Inclusion

After Classic Inclusion, this device will automatically try to add via Network Wide Inclusion such that the
device can be included into the Z-Wave network over the mesh network and not directly near the main
controller.

1. Locate the PIN Code (DSK) which will enable S2 communication. It is located below the Smart Start
QR-Code that is on the box and on the device itself.

2. Follow the instructions of the Z-Wave controller to put the Z-Wave controller into manual or classic
Z-Wave inclusion mode.

3. Press the HUB button once on the GDZW7-ECO, the GDZW7-ECO will attempt to add itself.

4. When prompted enter the Pin Code (DSK) into the Controller’s user interface which enables S2
communication (required).

While being added, the GDZW7-ECQ’s Status LED will blink green rapidly.
If successfully added, the GDZW7-ECO will beep, and the Status LED will turn green for three seconds.
If not added, the GDZW7-ECO will beep, and the Status LED will turn red for three seconds.

On power-up, if the GDZW7-ECO, is included into a Z-Wave network, it will beep and blink the LED green for
three seconds the same as when it was initially added.

Summary of Status LED Behavior when Adding to a Z-Wave Network

Status LED Status Description Recommendation

Y T I P R AT [ B B Not added / Ready for Adding to a Follow instructions above
Z-Wave network. for adding.

Blinking rapidly green. Device is actively being added to a Enter DSK if prompted. Do
Z-Wave network. not remove power.
Device is successfully added.

Red on for three seconds. Device was NOT added successfully.  This can happen for a
variety of reasons. Check
that the DSK was entered
correctly, and you are not
out of range of the
Controller.

Removing from A Z-Wave Network:

On power-up, if the GDZW7-ECQO’s Status LED is NOT blinking twice every second, then it is included in a Z-
Wave network and can be removed. There are two methods to removing the GDZW7-ECO from a Z-Wave
network: exclusion and performing a factory reset (see the section on Factory Reset).

4|Page
Ecolink Project 2009-02



Ecolink@
PLUS kvt Eecienes Compny

After Classic Exclusion, this device will automatically try to remove via Network Wide Exclusion such that the
device can be excluded from the Z-Wave network over the mesh network and not directly near the main
controller.

1. Follow the Z-Wave controller’s instructions on putting the Z-Wave controller into removal/exclusion
mode.

2. Press the HUB button once.
On a successful removal, the GDZW7-ECO will beep, and its Status LED turn red for 3 seconds. Then
the Status LED will continuously blink twice green every second to indicate that it is ready to be
added again.

Factory Reset

Factory resetting the Garage Door Controller will default it to factory settings and reset the wireless door
sensor pairing to the original one that came with the GDZW7-ECO. Note: Factory reset only works when the
device is already added into a Z-Wave network. If the Garage Door Controller is not included in a network,
then it cannot be factory reset.

1. Insert a paperclip into the pin-hole and hold the reset button down for ten seconds. The Status LED
will blink red continuously while the reset button is pressed. (Releasing the reset button before ten
seconds will merely restart the software.)

2. The GDZW?7-ECQ’s Status LED will turn green for five seconds when the reset operation is complete.

A factory-reset will erase the following:

e The Z-Wave network pairing

e All custom settings

e A wireless door sensor (if different from what shipped from the factory.) The new sensor will need to
be paired again.)

Pairing a New Wireless Door Sensor

The GDZW7-ECO comes with a pre-paired wireless sensor, so you will need to pair only a new or different
one if needed.

1. Press the Tilt button once. There will be a short beep, and the GDZW7-ECQO’s Status LED will blink
yellow continuously while in Sensor Pairing Mode.

2. Remove pull-tab from the Wireless Door Sensor or reinsert the battery into it.

3. |If pairing is successful, the device’s warning light will blink white and beep for one second.

4. Sensor pairing mode can be exited from pairing a sensor, timing out, or pressing the Tilt button once
again.

Adding an External Contact

Alternatively, the GDZW?7-ECO can use an external contact like a reed switch to monitor the state of the
garage door.

To add a hardwired external contact:
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1. Connect the external contact’s wires to the GDZW7-ECQO’s blue terminal block
Press the Tilt button once. There will be a short beep, and the GDZW7-ECQ’s Status LED will blink
yellow continuously while in Sensor Pairing Mode.

3. Trigger the external contact to the “open” state.

5. If pairing is successful, the device’s warning light will blink white and beep for one second.

6. Sensor pairing mode can be exited from pairing a sensor, timing out, or pressing the Tilt button once
again.

UL Compliance for Unattended Operation

The comply with UL requirements, when attempting to close the door, the GDZW7-ECO will beep and flash
the bright white warning light for a configurable about of time before closing the door. If the GDZW7-ECO
senses vibration from the motor during this time, it will continue to beep and flash for the rest of the wait
period, and it will then beep a long tone indicating that it is cancelling the operation as it assumes that the
motor has already started moving from some other reason. The sensitivity of the vibration sensor can be
adjusted if it's too sensitive canceling door open/close commands erroneously.

What is Z-Wave?

The Z-Wave protocol is an interoperable, wireless, RF-based communications technology designed
specifically for control, monitoring and status reading applications in residential and light commercial
environments. Mature, proven and broadly deployed (with over 35 million products sold worldwide), Z-Wave
is by far the world market leader in wireless control, bringing affordable, reliable and easy-to-use 'smart'
products to many millions of people in every aspect of daily life. Certified Z-Wave devices regardless of
manufacturer can work together to form a Z-Wave mesh network. Always on Z-Wave devices can act as
repeaters in the mesh increasing range and redundancy.

For a more complete look at Z-Wave technology for non-technologists, and to learn more about Z-Wave's
role as a key enabling technology for the Internet of Things and connected objects, please visit z-wave.com.

What is Z-Wave Long Range?

Engineered to provide significantly extended wireless range and support robust networks, Z-Wave LR extends
Z-Wave connectivity beyond the boundaries of the home and accelerates the adoption of Z-Wave in other
verticals such as light commercial, hospitality, and multi-dwelling units (MDU). Z-Wave Long Range is an extra
100kbps DSSS OQPSK modulation addition to the Z-Wave protocol. The modulation is treated as a fourth
channel — allowing gateways to add LR nodes to the existing Z-Wave channel scanning. At this time, Z-Wave
LR is only available for the US market however, the Technical Workgroup is evaluating and testing to ensure
compliance and to be able to support Europe and APAC regions in the future.

/-Wave Device Class and Command Class Information

This device is a Z-Wave generic Device Class of GENERIC_TYPE_ENTRY_CONTROL (0x40), and a specific device
class of SPECIFIC_TYPE_SECURE_GATE (0x06).
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Manufacturer Specific
e Manufacturer ID: 0x014A
e Product Type: 0x0007
e Product ID: 9x4731

Mapping of the Basic Command Class

The Garage Door Controller has the Basic Command Class mapped to the Barrier Operator Command Class
such that a Basic Set of a value is the equivalent of a Barrier Operator Set of a target value. A Barrier Operator
Report with a state of 0x00 will map to a Basic Report with a current value of 0x00. And a Barrier Operator
Report with a state > 0x00 will map to a Basic Report with a current value of OxFF.

Z-Wave Command Classes
Command Class Version Secured via S2
Z-Wave Plus Info
Association
Association Group Info
Barrier Operator
Configuration
Device Reset Locally
Firmware Update Metadata
Indicator
Manufacturer Specific
Multichannel Association
Multilevel Sensor
Notification
Power Level
Security 2
Security 0
Supervision
Transport Service
Version
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Association

The Garage Door Controller supports one Association group: the “Lifeline” group which can have one node in
the group. All unsolicited Z-Wave messages are transmitted to the node in the Lifeline group such as Barrier
Operator, Device Reset Locally notifications, Indicator, and Notification.

Barrier Operator

The Garage Door Controller supports the Barrier Operator Command Class which is used to control and query
the status of the garage door. A Barrier Operator Set Command of OxFF will initiate an unattended open, and
a command of 0x00 will initiate an unattended close. Before an unattended close command is executed, it
will have a minimum wait period of 5 seconds, during which the warning light will flash, and the speaker will
beep. If the state of the garage door changes or the garage door is active during this unattended wait period,
the original close command will be ignored. Any state/command pair not specified in the following figure will
not cause any action:
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The Supervision Command class does not allow for status updates for a controller to monitor door state
changes. For status updates on the state of the door, the device will transmit updates automatically using the
Barrier Operator and Notification Command Classes without needing to rely on the Supervision Command
Class for door state behavior.

The Garage Door Controller will not respond to Set Commands if any of the following issues are detected:

No wireless door sensor is paired

- Wireless door sensor counter is out of sync

Wireless door sensor is lost (Garage Door Controller hasn’t heard from the tilt sensor in 2 hours)
Wireless door sensor is in the wrong state

A timeout error will occur if the Wireless door sensor does not change states after an unattended open/close
command is executed. After a timeout error occurs, Barrier Operator Set open/close commands will be
ignored until the garage door operator is manually triggered by the user and the tilt sensor changes states.

Whenever the Garage Door Controller receives and ignores a Barrier Operator Set Command, the Garage
Door Controller’s warning light will blink 3 times.

The “Stopped” state is removed because the tilt sensor only reports open or closed: there is no way to
confidently know that the garage door is stopped.

Barrier Operator Signal Set Commands can be sent but will not cause any action to the audible or visual
subsystems.

Configuration
The Garage Door Controller supports the six configuration parameters listed below.

1. Unattended Wait Period
Description Unattended close operation wait period in seconds.

Read only

Default Value

nsigned Integer

=2 C -
o

0

U o U»n

2. Relay Switch Period

Description Number of milliseconds to turn on relay switch for.
B >
RRTIETR Unsigned Integer
No
100

5000
Default Value 2000
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3. Door Open Timeout
Description Seconds allowed for garage door to open until timeout.

si.e
IEIEET Unsigned Integer
No

5

60

30

4. Door Close Timeout
Description Seconds allowed for garage door to close until timeout.

Read only

nsigned Integer
o

Z2 C -

Default Value

0
0

w o U

5. Motor Movement Sensitivity
Description Accelerometer vibration detection sensitivity: 1 is least sensitive, 100 is most
sensitive.

6. Application-Level Retries
Description Number of attempts on top of the stack-level retries to try to reach the
controller/hub with Z-Wave messages.

nsigned Integer

=2 C -
o

Read only

0

Default Value

Indicator

w = O

Indicator Name Binary Level Time On-Off One On-Off
ID Out Period Time Cycles
Seconds
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On-Off
Period
0x50  Identify 0x02 0x01 0x07 0x03 0x05 0x04
The indicators supporting properties On-Off Period, One Time On-Off Period, and On-Off Cycles can safely
interrupt the other indicators, and the other indicators if active will resume.

The Identify indicator flashes the device’s status indicator.

Multilevel Sensor

The temperature is reported through the Multilevel Sensor Command Class. The temperature sensor is polled
every 30 seconds and any change in temperature will send a Multilevel Sensor Report. A Multilevel Sensor
Report will also be sent if the temperature has not changed in the past hour. Temperature is reported in
Celsius with a precision of one (e.g. a decimal value of 212 would be equivalent to 21.2 °C).

Notification
The following Notifications are supported and sent to the Lifeline Association Group.

Type Event
Access Control (0x06) Window/door is open (0x16)

Window/door is closed (0x17)
Barrier motor has exceeded manufacturer’s operational time limit
(0x42)
Barrier unable to perform requested operation due to UL requirements
(0x44)
Barrier sensor not detected / supervisory error (0x49)
Barrier sensor low battery warning (0x4A)

System (0x09) Tampering, product cover removed (0x06)

Supervision

When included with S2, all unsolicited Z-Wave messages from the device to the Z-Wave controller are
encapsulated in a Supervision Get command to ensure proper decoding, so the device must see both an ACK
and a corresponding Supervision Report to consider the message communicated successfully.

The Supervision Command class does not allow for status updates for a controller to monitor door state
changes. For status updates on the state of the door, the device will transmit updates automatically using the
Barrier Operator and Notification Command Classes without needing to rely on the Supervision Command
Class for door state behavior.
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Indicator (LED and Beeper) States
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LED Behavior

SmartStart
Classic Inclusion
Inclusion in progress

Secured pairing
completed
Unsecured pairing
completed
Inclusion failed

Learn timeout
Exclusion

Factory Default Wait

Factory Default Success
Powered on when
included

Any button press

Tilt sensor or external
contact pairing
successful

Barrier Set Command
was ignored due to a
tilt sensor error or
safety issue
Unattended close wait
period

OTA Firmware Update
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2 green blinks (500ms on/off), off

for 3 seconds

2 green blinks (500ms on/off), off

for 3 seconds

repeated green blinks (100ms
on/off)

3 seconds green

3 seconds red
3 seconds red

None
3 seconds red

red blinks(250ms on/off) for 10
seconds
5 seconds green

Solid green
None

1 second white

3 white blinks (250ms on/off)

repeated white blinks(100ms on,
150ms off)

100ms green/100ms red, every
10 seconds [removed?]

Beeper Behavior
None

None

None

1 second beep

2 quick beeps: 200ms
on, 100ms off

3 beeps

None

3 quick beeps: 200ms
on, 100ms off
None

None
None

200ms beep

1 second beep

None

repeated beeps:
100ms on, 150ms off
None

Beeper Tone
None

None
None

Good tone
(2240 Hz)
Bad tone
(1050 Hz)
Bad tone
(1050 Hz)
None

Bad tone
(1050 Hz)
None

None
None

Button press
(2790 Hz)
Good tone
(2240 Hz)

None

Good tone
(2240 Hz)
None
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Troubleshooting
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Possible Cause

Device was not properly
excluded from a previous Z-
Wave network

Problem
Unable to add device
to Z-Wave network

One of the following:
- Tilt sensor is lost
- Tilt sensor is tampered
- Tilt sensor counter is out of
sync
- Previous close/open
operation timed out

Z-Wave open/close
commands don’t do
anything and warning
lights flashes 3 times

Device detected a vibration
during the unattended wait
period and cancelled the
original close command.

Device flashes and
beeps during the
unattended wait
period, but the door
does not move
Device’s relay switch is
activated, but the door
does not move

Incorrect wiring

Ecolink Project 2009-02

Solution

Try removing the device by putting the Z-Wave
controller into exclusion mode and then
pressing the Garage Door Controller’s Hub
button.

You can also factory reset the device in the
case of a missing or inoperative Z-Wave
controller.

To determine the cause, check the Notification
Report which is sent in response to an ignored
Z-Wave open/close command.

If the tilt sensor is tampered, make sure the
sensor covering is properly closed.

For all other causes, manually operate the
garage door opener via the pushbutton wall
console to resync the tilt sensor and Garage
Door Controller.

Send the close command again. If this is a
recurring issue, consider lowering the
accelerometer sensitivity (Configuration
Parameter #5)

Make sure the relay switch wires are
connected to the correct terminals on the
garage door opener terminal. They should be
connected to the garage door opener’s
pushbutton wall console terminals. Do not
disconnect any wires from the garage door
opener.
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